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What is SMB2?

● An old acquaintance in new packaging
● Introduced in Vista pre-releases
● Uses same port number as SMB/CIFS
● new packet formats
● new negotiation approach
● same underlying semantics



  

Major SMB2 features

● Larger limits
● expanded range of many protocol elements
● 16 byte handles used throughout
● command words replaced by variable length header
● same NBT style encapsulation (4 byte packet length)
● All strings are UTF-16

● Possible features?
● reportedly supports filesystem transactions
● reportedly supports arbitrary chaining



  

SMB2 header

● The header is quite different from SMB
● new 0xFE 'S' 'M' 'B protocol marker
● header length 64
● 32 bit NTSTATUS code
● 16 bit opcode
● 32 bit flags field
● 64 bit sequence number
● 32 bit PID
● 32 bit TID
● 64 bit VUID
● 16 byte signature field



  

Opcode parameters

● Each opcode has a parameter block
● replaces VWV command words from SMB
● 16 bit length field
● 1 bit of length reserved for 'dynamic' flag, indicating a 

dynamic buffer, equivalent to the SMB byte buffer
● Encoding of parameter block very similar to equivalent 

encoding of VWV in SMB
● Size of dynamic part implied by packet size
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SMB2 Opcodes

SMB2_OP_LOCK 0x0a

SMB2_OP_IOCTL     0x0b

SMB2_OP_CANCEL  0x0c

SMB2_OP_KEEPALIVE 0x0d

SMB2_OP_FIND      0x0e

SMB2_OP_NOTIFY    0x0f

SMB2_OP_GETINFO   0x10

SMB2_OP_SETINFO   0x11

SMB2_OP_BREAK     0x12

SMB2_OP_NEGPROT     0x00
SMB2_OP_SESSSETUP 0x01
SMB2_OP_LOGOFF 0x02
SMB2_OP_TCON 0x03
SMB2_OP_TDIS 0x04
SMB2_OP_CREATE 0x05
SMB2_OP_CLOSE 0x06
SMB2_OP_FLUSH       0x07
SMB2_OP_READ      0x08
SMB2_OP_WRITE     0x09

Q: Who can see the obvious omissions?



  

Path operations

● Handle oriented operation
● Only one pathname operation – SMB2_OP_CREATE
● unlink, rmdir, qfileinfo and find are all done via open 

handles (16 bytes each)
● this continues a trend seen in recent windows releases
● this makes the protocol logically simpler, especially for 

access checks
● number of network round trips for common operations is 

increased
● we expect chaining will be used to compensate in the 

future



  

SMB2 in Samba

● We have put quite a large effort into SMB2 in 
Samba4

● implemented a quite comprehensive client library
● implemented a test suite – not comprehensive yet
● implemented RPC over SMB2
● implemented a SMB2 server (not complete)
● in cooperation with Ronnie Sahlberg, implemented a 

wireshark (ethereal) protocol analyser



  

SMB2 Test Suite

● smbtorture and SMB2
● smbtorure now includes 10 SMB2 tests
● Tests concentrate on protocol exploration and scanning

SMB2-CONNECT 
SMB2-FIND 
SMB2-GETINFO 
SMB2-LOCK 
SMB2-NOTIFY 
SMB2-SCAN
SMB2-SCANFIND 
SMB2-SCANGETINFO 
SMB2-SCANSETINFO 
SMB2-SETINFO



  

More Information and Credit

● Wireshark
● Wireshark (formerly ethereal) has good support for SMB2 

decoding, thanks to efforts of Ronnie Sahlberg
● Samba4 sources, in particular libcli/smb2/ and libcli/raw/

● Credit
● Many thanks for the efforts of Stefan Metzmacher, Volker 

Lendecke, Steve French, Ronnie Sahlberg and Andrew 
Bartlett for their great work on SMB2


